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Abstract  
Security research and training is attracting a lot of investment and interest from 
governments and the private sector. Most efforts have focused on physical security, 
while cyber security or digital security has been given less importance. With recent 
high-profile attacks it has become clear that training in cyber security is needed. 
Serious Games have the capability to be effective tools for public engagement and 
behavioural change and role play games, are already used by security professionals. 
Thus cyber security seems especially well-suited to Serious Games.  
This paper investigates whether games can be effective cyber security training tools. 
The study is conducted by means of a structured literature review supplemented with 
a general web search. 
While there are early positive indications there is not yet enough evidence to draw 
any definite conclusions. There is a clear gap in target audience with almost all 
products and studies targeting the general public and very little attention given to IT 
professionals and managers. The products and studies also mostly work over a short 
period, while it is known that short-term interventions are not particularly effective 
at affecting behavioural change. 
Keywords: Games, Serious Games, Cyber Security, Training, Online Safety; 
1. Introduction  
The security industry is a complex and high value industry. The security landscape has been fast 
changing over recent years and security research and training is attracting a lot of investment from 
governments and the private sector. The majority of training interventions have so far focused on 
physical security. Less importance has been given to the security of computer infrastructure. While 
it may not be as clearly visible as physical security, computer infrastructure and networks control 
many vital functions in society, e.g. banking traffic and air traffic. A number of recent high profile 
attacks on major organizations have highlighted the issue and it has become clear that training of 
both the general public as well as security professionals is required. The use of training exercises 
with elaborate scenarios and roles is well established in both the security industry and among the 
emergency service. While not often noted as such this in effect amounts to the use of role play and 
could therefore be seen as so called role play games. This is often achieved in non-digital form but 
exercises supported by digital technology, such as Hydra [1], are also being used [2]. Therefore cyber 
security appears to be a topic that is especially well-suited to training via digital games, especially 
given the digital nature of cyber security.  
Serious Games can be defined as games with a purpose other than pure entertainment. As Serious 
Games have gained increasing interest in fields such as healthcare [3], [4] advertising [5], and 
behavioural change [6]. Studies have shown that games can not only be effective training tools, but 
can also be effective tools for encouraging behavioural change. 
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The term Cyber security means protecting digital systems and assets from crimes. This includes 
protecting data and preventing undue release and usage for criminal purposes. Protecting data in 
cyberspace is very challenging. According to the UK Cabinet office [7], the cost of cybercrime is 
about £27 billion per annum to the UK economy. Of this approximately £2.2 billion directly affects 
the Government, approximately £3 billion directly affects individual citizens, mainly through 
identity theft and online scams, and UK businesses lose £21 billion per annum. The need to reduce 
the risk and the cost of cybercrimes is clear. One of the main ways to achieve this is by educating 
people and making sure people are aware of the latest prevention measures and have access to the 
latest tools. Serious Games allow people to practice in a safe and playful way and therefore 
developing cyber security Serious Games may be a cost effective solution to educate people and 
reduce cybercrimes.  
This paper explores the current state of the field with regards to cyber security training games and 
investigates the current evidence on the effectiveness of using games as cyber security training tools 
for both the general public and for security professionals. This is achieved by reviewing both existing 
products and academic studies in the area. The rest of this paper is organized as follows. The next 
section explains in detail the research methods used in this study, followed by a discussion the 
results. Finally, the current state of training games for cyber security is discussed and directions for 
further development of training games discussed. 
2. Methods 
The number of computer games has increased dramatically over recent years and the development 
of Serious Games has become very popular. Serious Games are starting to be used for Cyber Security 
and this survey gives an accurate overview of the current state of the field. As the field develops 
rapidly and these developments are taking place both in academic and commercial settings, it is 
necessary to consider both scientific studies as well as currently available products. This overview 
therefore consists of two distinct parts: a structured review of research literature and a product search. 
The structured review of the literature was carried out in September and October 2014 and includes 
papers published in journals and conferences. Google scholar was chosen as the academic database 
for the search, as it is a very popular source in the field of serious games and most relevant literature 
will end up in here. The database search was carried out using the following key words, and 
combinations of them: 
• Game 
• Computer game 
• Serious Games 
• Cyber Security 
• Online Security 
• Safety Gamification 
The search was initially restricted to empirical studies with some kind of effect measurements, but 
since there were only very few of these the search was expanded to include any academic paper that 
describes a cyber security game. The search yielded a total of 49 hits. Each of these was inspected 
by the authors, for relevance, which resulted in the final selection of 28 papers. It is worth noting 
that many of the papers that were not selected addressed topics related security and game theory and 
thus the choice of keywords had unintentionally included a different sub-field of security. The 
selected studies were grouped by the game they describe. For each of these the different 
methodologies used in the studies were listed and a note added on whether any significant results 
were found. As a Google web search brings up a large amount of results, only the first 20 results for 
each keyword were considered and results with titles that appeared not relevant were not inspected 
further. 
The original product search was carried out in August 2014 and updated in November 2015. The 
search was carried out using generic web search engines Google and Bing, popular gaming websites 
funlus.com and gamespot.com, and Serious Games specific database Serious Game Classification 
[8]. For this product search, the same keywords were used as for the literature search and Google 
(UK) web search was used. Only games directly related to cyber security were selected. Games were 
only included if enough information was freely available to assess their relevance. An evaluation of 
the learning effectiveness of these games is however beyond the scope of this article. 
The search yielded 15 games that offer cyber security training. Detailed results are shown in section 
3.2. 
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3. Results 
3.1 Results of the literature review 
An extensive literature search identified 28 papers discussing cyber security training games. Details 
of these papers are shown in table 1. Only 8 of these are from before 2010, which shows that this is 
a young and developing field. The 28 selected papers were classified and summarized by the authors, 
and described a range of different type of games. The most popular type of cyber security games 
studied is a 3D virtual world or simulation (5 games), with mobile applications (3 games) also 
proving popular. Most game studies, address general cyber security awareness (7), with network 
security (6), phishing (4) and end-user PC protection (3) also popular topics.  
While the number of studies into cyber security training games is growing, almost all studies focus 
on efforts to train or raise awareness within the general public. Training security professionals is 
only investigated by 3 studies which use games to train professionals in handling insider threats, 
computer forensics and cryptography and infrastructure availability.  
Evaluation is an important part of any rigorous study. However, surprisingly 6 of the studies explored 
did not evaluate the cyber security training game or the approach in any way. A further 6 indicated 
that an evaluation had taken place but were superficial on the methods, the results or both. Only 11 
studies conducted an evaluation which can be scrutinized, with clearly described research methods 
and outcomes. These studies concern the following games: 
Anti Phishing Phil, 'Security games by Next Generation Security (NGSEC)', CyberCIEGE, PicoCTF, 
Control-Alt-Hack, and 'A series of interactive visualisations'. All of these studies report a positive 
outcome, indicating that the game studies contributed to training or raising awareness of cyber 
security.  
However only Anti Phishing Phil and Security games by Next Generation Security (NGSEC) are 
shown to have a measurable effect on learning outcomes and even then the sample sizes were quite 
small. The other games mentioned showed positive feedback from educators and/or students but did 
either not study effects on learning outcomes, or the results were not quite conclusive, but the authors 
were convinced they gave a positive "early indication". 
While this does indicate that cyber security training games can be could be effective training tools, 
it also shows the immaturity of the field, with a need for more and different types of training games, 
especially for security professionals, and a need for more rigorous evaluations.   
 
Table 1 Papers about Cyber security Training Games found. 
Paper Game Name Game Type Methodology Results 
[9] TiER1 Interactive role-play EEG and Eye tracking Unclear 
[10]–[14] Anti Phishing Phil  Mobile application 
training safety of link 
URLs 
Think aloud, pre-test & 
post-test experimental 
vs. control,  SUS  
usability questionnaire 
Positive impact on 
learning, awareness 
and phishing 
susceptibility 
[15] Security games by Next 
Generation Security 
(NGSEC) 
Web-based Comparing on-task 
performance  
Significant 
improvement in game 
group 
[16]–[22] CyberCIEGE 3D virtual world (sims 
style) 
Unclear ([17]) 
Experiment & self-
assessment ([18]) 
Theoretical review of 
cognitive principles 
([19]) 
Sufficiently flexible to 
illustrate a wide range 
of topics and positive 
early indication ([17]) 
Positive ([18]) 
Unclear, but there is a 
need to create a science 
of games ([19]) 
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Paper Game Name Game Type Methodology Results 
Conclusions about 
software development 
([20]) 
[23] PicoCTF Web-based Survey Positive educational 
experience according to 
students & instructors 
[24]–[26] Control-Alt-Hack, 
[d0x3d!],  
Puzzle card & board 
games 
 
Puzzles used as 
assessment in class in 2 
groups (intervention vs. 
control) ([24]) 
Playing together ([25]) 
Survey of 22 educators 
teaching  450 students 
([26]) 
Initial feedback 
positive, but more 
formal evaluation 
needed ([25]) 
Game is effective 
model for 
dissemination ([26]) 
[27] Baltic Cyber Shield 
(BCS) international 
cyber defence exercise 
Large training exercise 
with group of virtual 
attackers and defenders 
Lessons learnt (informal) A number of 
recommendations for 
IT infrastructure 
management 
[28] No specific games 
mentioned 
Unclear Review of initiatives Initiatives need more 
synergy, no 
conclusions about 
games 
[29] “The Internet” Unclear Literature review A review of elements a 
security network game 
should have 
[30] Internet Hero Puzzle mini-games Experiment with 
children 
The children liked the 
games 
[31], [32] Security awareness 
program 
Unspecified Experiment with pre-test 
& post-test 
No significant increase 
in awareness 
[33] CyberNEXS Network simulation None Overview of game 
design 
[34] None (review paper) Various Literature review More tools need to be 
developed 
[35] A series of interactive 
visualisations 
Interactive visualisation Case study Account of positive 
experience of using 
interactive 
visualization 
[36] Multimedia and 
Interactive Courseware 
Synthesizer 
Website with interactive 
animations 
None None 
 
3.2 Results of the product search  
In terms of products specific to cyber security, a number of training games have been identified. 
Table 2 shows detailed results listing the type of game, topics and target audience. Most of the games 
found were free to play, and focused on online security. The most popular target audiences were 
children, teenagers and students. We did however also find corporate training games with more 
detailed threats studied [37], [38] and even a game used as recruitment tool for cyber security experts 
[39]. Virtually no information is available about the effectiveness of any of these games with the 
exception of CyberCIEGE [40].  
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Table 2 Results of the product search. 
Game Name Game Type Topic / learning outcome Target audience 
CyberCIEGE [40] 3D virtual world 
(sims style) 
Information security for enterprise Science curriculum students 
CyberSecure 
Contingency 
Planning [38] 
2D point & click 
turn-based 
scenarios 
Contingency planning to prevent 
data loss at health practices 
Health practice decision makers 
CyberSecure Your 
Health Practice 
[38] 
2D point & click 
turn-based 
scenarios 
Contingency planning to prevent 
data breaches at health practices 
Health practice decision makers 
OnGuard [41] 2D point & click 
turn-based 
scenarios 
Online security (viruses and 
malware as well as social 
networks) 
Teenagers / Children 
Budd:e [42] 2D point & click 
turn-based 
scenarios 
Staying safe online (viruses and 
malware as well as social 
networks) 
Children 
NSteens [43] Mini-games: 2D 
point & click turn-
based scenarios 
and puzzle games 
Staying safe online (viruses and 
malware as well as social 
networks) 
Teenagers 
Carnegie Cadets 
[44]  
Various 2D mini-
games 
Staying safe online (viruses and 
malware as well as social 
networks) 
Children 
McGruff [45] 2D point & Click Staying safe online (viruses and 
malware as well as social 
networks) 
Children 
FBI Cyber Game 
[46] 
Puzzle games The FBI, it's history and staying 
safe online 
Children 
PBS Cybersecurity 
Lab [47] 
2D puzzles with 
extensive narrative 
cuts-scenes 
Staying safe online, spotting scams 
and defending against cyber attacks 
Children 
The Cyber 
Security Challenge 
UK [48] 
National 
competition 
(physical role-
play) 
Over 20 different competitions on 
various topics 
School and university students 
Game of Threats 
[37] 
Partially digital via 
tablet controller, 
but controlled by 
facilitators 
Cyber breach (companies being 
hacked into and losing data / data 
being compromised) 
Companies 
High School 
Cyber Security 
Game - global 
cyberlympics [49] 
Global 
competitions, 
exercises scored 
by human  
facilitators  
Forensics, computer network 
defence,  
High School students 
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Game Name Game Type Topic / learning outcome Target audience 
CyberProtect [50] 2D simulation Fundamentals of Cyber Security 
and Information Assurance 
students and security professionals 
Cyphinx [39] Virtual world with 
puzzles 
various Students and young adults 
 
4. Conclusion 
Cyber security as an area consists of a number of different aspects, from digital equipment, software 
and cryptography to human processes and psychology. Training of cyber security using serious 
games is a young and developing field. Cyber security can be broadly categorized into security of IT 
network and infrastructure and security on the user side. The IT infrastructure security includes 
Network defence, DNS Protection, IP security, the defence of databases and data and zero day 
vulnerabilities. The Security on the user side includes secure behaviour of the user and recognizing 
web-based attacks, phishing and spam emails. As this paper has identified, better training of both the 
general public and businesses in cyber security is needed [7]. This paper investigated the games as 
effective cyber security training tools.  
A number of games have been developed and academic studies have been conducted and some 
include an evaluation of the effectiveness of the game developed or the approach in general. The 
results from these studies are generally positive, however the sample sizes are small and selected 
and no effect sizes have been mentioned or can be calculated. It is clear that more robust evaluations 
with sizeable samples are needed, in order to be able to conclude on the effectiveness of serious 
games for cyber security. All interventions found focused on developing games that can be finished 
over a relatively short period and in one session. This is surprising considering that these games do 
not just aim to inform, but ultimately aim to change the player’s long-term security behaviour. It is 
also interesting to note that all but one of the interventions evaluated targeted home computer users 
or the general public.  
There are also quite a few products available, developed mostly by governmental organisations or 
charitable intuitions. There are also corporate training and recruitment initiatives. The effectiveness 
of these initiatives is however unclear. CyberCIEGE [40], was the only game to show up in both 
academic studies and the product search. The other games we found in the academic studies are 
either not easy to find without reading the paper or no longer available at all. This does raise 
questions about sustainability of games developed for academic studies. 
Most of the academic studies found, target the end user and there is a clear lack of games that target 
IT infrastructure and especially management decisions around IT infrastructure, although we did 
find a few games available on the web that have not yet been rigorously evaluated. Furthermore, the 
games found are designed for very short-term interaction and those papers that included an 
evaluation only considered immediate short-term impacts. Therefore, although there are some 
positive early indications, the question of whether serious games are affective at training cyber 
security is at this point difficult to answer conclusively. 
In this light, perhaps a different question should be asked rather than the original one posed. While 
it is very difficult to answer generically whether games are effective cyber security training tools 
perhaps the focus should be more on the type of scenario-based training that is already common in 
the security field which often includes gaming elements. Games could then represent specific case 
studies and facilitate a case-based learning approach.   
5. Further Work 
We are planning to elicit user requirements from both IT professionals and management decision 
makers. As this would clearly depend on the context of the organization, we aim to focus on law 
enforcement services. The intervention will need to be interacted with over a longer period of time, 
for example by integrating security scenarios, with ongoing working practices over a period of time 
(e.g. couple of weeks), both managers and IT professionals get presented with issues and their 
responses measured over a time frame much longer than a traditional game. If we take the example 
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of phishing emails than managers or employees will receive these from the game scenario and their 
response will be monitored as well as IT professionals’ responses.  
The next step would be to revisit the games with positive evaluation found and classify them 
according the taxonomy by Popescu at al. [51] as well as to develop game scenarios, taking into 
account the requirements of the different stakeholder groups. This will then inform our game design. 
Finally, an evaluation will establish whether this approach can in fact elicit behavioural change in 
terms of cyber security. For this we will use an appropriate methodology and reasonable size sample. 
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